Instructions for enabling digital sign and encrypt in MS-Outlook.


Before you can complete these instructions, you must have completed steps 1-3 at

http://www.1perscom.army.mil/55TH/imo-pki.htm

1. Log in on your computer and insert your CAC (Common Access Card) into the card reader.


2. If you have registered your CAC at the PKI site, go to step 3 below. If you have not already registered your CAC at the USAREUR PKI Internet site, go to
https://iassure.usareur.army.mil/pki/   Click on “Register Your PKI Certificate.” After you click the “register” button, a box will appear showing one or more names (hopefully yours). Select one of your names and click OK. You will be prompted to enter your PIN. After entering the PIN and clicking OK, another page will appear stating “Authentication successful for user's name.” At this point you must still enter four or five items of information on the Internet site form. Make sure you select “1PERSCOM” as major command and "USB" as the card reader type. If you are registering your CAC using one of the new D-800 notebook computers, select “PCMCIA” for the card reader type. After all the fields are completed, click on "register" or "register reader" at the bottom of the screen and the registration is complete. Go to the next step.


3. Launch MS-Outlook. You should not have any mail open while you go through these steps. On the top toolbar, select Tools/Options/Mail Format. Under the message format section, make sure both blocks are UNchecked. Then select “Rich Text” as the setting for “Compose in this message format.”


4. Click on the “Security” tab. In the “Secure E-Mail” section, the “default setting” should show “NetSign Auto Configure Settings. If the field is different or blank, Double-click the CardStart icon at the bottom right corner of your monitor (the little white card icon). A Netsign window will appear. Click on the “CAC Browser” tab. Under “certificates” on the left side, select “e-mail,” then click on “view” at the right side of the screen. When the new box pops up, select the “details” tab. Scroll down to “Subject Alternative Name” (this is normally the fourth selection up from the bottom of the list box) and click on it. Check to make sure the AKO address shown in the box below is identical to your real AKO address (exact match on every character). If this is not your real AKO address, you must have your CAC corrected at the ID card section. If the AKO address on your CAC is correct, click on “OK” and then on “Close.”


5. Check to see if the default e-mail security now reads “NetSign Auto Configure Settings. If it does, proceed to the next step. If it does not; call DSN 379-6313 and request assistance. This is the 1PERSCOM DOIM helpdesk. If the settings are correct, move further down in that window and click “Publish to GAL.” This procedure can take a few minutes to complete. Be patient. If you do not have an option button that says “Publish to GAL,” that is OK, continue on with the instructions. If you receive an error message reference publishing to the GAL, notify your unit IMO but continue on with the instructions. If you are successful, a confirmation message will appear; click on OK. After a few seconds (be patient) you will be required to enter your pin. After you enter your pin, click on OK and a message will appear notifying you your certificate has been published. Click on OK and then close the options window.


6. Minimize MS-Outlook by clicking on the underscore icon at the top right corner of the MS-Outlook window. Do not close MS-Outlook, just minimize its window.


7. On your desktop, double-click the o2ksecbut.exe file you downloaded from the 55th PSB site. When the install box appears on the screen, click on “INSTALL.” When the “successful” message appears, click “EXIT.”


8. Maximize MS-Outlook. Click on “New” as if you were going to send a message. You should see two envelope icons next to the “send” button on the left side of the toolbar; one with a red ribbon and one with a blue seal. If they are not present, call the 1PERSCOM DOIM helpdesk (DSN 379-6313) and request assistance. If the icons are present and not grayed out, click on each one of them. They should become outlined or highlighted. Use the Global directory to find Harte, Chanel, PFC. Double-click her name to place the e-mail address in your “TO:” field. Type PKI test in your “Subject” field and in the body of the e-mail, type “PKI test from <<your rank>> <<your full name>> <<your unit, i.e., C Detachment, 55th Postal, etc.>>. Click “send.” You may or may not be prompted for your PIN. If the message window closes and the message appears in your “sent items,” you have successfully sent your first digitally signed and encrypted message.


9. These instructions work well approximately 80% of the time. If you encounter problems or unexpected messages, call the 1PERSCOM DOIM helpdesk at DSN 379-6313.

